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CYBERCRIME TRAINING A VISION FOR THE FUTURE

“Co-operation between LE, Industry and
Academia to deliver long term sustainable

training to key cybercrime personnel”

The report was prepared within the framework of the informal Law Enforcement
- Industry working group hosted by University College Dublin.
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NEXT STEPS

B L, A Key Recommendation
Draft bid finalised by 31°* May 2009 Countries should be encouraged

Final bid cut off by 30" June 2009 e ST

n
IT Forensics and
Cybercrime Investigation

Bid submitted to EC by 31st July 2009

2010 - 2011 - Pilot Project

undertaken to provide

sustainable, scalable, standards based
and measurable learning opportunities

fo
law enforcement

2011 - 2CENTRE outreaches beyond and
Europe relevant industry personnel.

2centre report Mar 09

2011 - Final Report

2CENTRE Cybercrime Centres of Excellence Network for Training Research & Education

An INHOPE snapshot - my experiences

Network established in 1999 - 10 years old in Nov
2009

Shares reports about Child Pornography on the
Internet

Member of the board including President to 2002
CEO from Feb 2003 until Sep 2007

INHOPE started with 10 hotlines and now has >32
hotlines in ~30 countries

Funded by EC, Membership fees and industry support

Develops best practice and codes of practice for
operation of a hotline and shares knowledge

Useful model and experiences for 2centre
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Organisation Structure 1 - SHORT TERM

Project Directors
Centre of Excellence - Law Enforcement x 2
Centre of Excellence - Academic x 2
Centre of Excellence - Industry x 2
plus mgmt x 2
Mgmt
Centres of Excellence
Centre of Excellence - France
Centre of Excellence - Ireland

Project/Contributing Partners
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Organisation Structure 2 - SHORT TERM

Stakeholders
Representatives of potential Centres of Excellence

Programmes
Bursary/ Vanguard/ Project Evaluation
Advisory Board/Ethics Committee

Law Enforcement = Europol, Interpol

International Governmental Organisation = Council
of Europe, UN, OSCE, etc

Industry = MS, etc
Academics = ?
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Organisation Structure - LONG TERM

Board of Directors
Selection criteria to be defined
Executive Management
Mgmt Team and 2centre staff
Members - Individual Centre of Excellence
Centre of Excellence - Ireland
Centre of Excellence - France
Centre of Excellence - Other
1 Centre of Excellence Lead Representative
1 representative from LEA, Industry, Academic
Stakeholders
Representatives of potential Centres of Excellence
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Key objectives

What is a centre of excellence?
Structure, criteria, best practice, etc

2Centre structure and legal formation
2centre membership structure
Membership Criteria

Advisory Board
role, membership, selection, functions

Stakeholder support
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THE END OF THE BEGINNING

This can only succeed with active support
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